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Incident Response Roles and Responsibilities Matrix

Incident Response Team / dslouiw 3l (§3,9 JSan .1
Structure

Core Team / Lawbuw3l g2yl

Incident Commander / &sluuw3l (§359 o ©

Security Analyst / Lilauadl o3l Jlo @
System Administrator / dolaidl y300 ©

Network Administrator / OISl oo @
Digital Forensics Analyst / (09,1 Leyidl Cdall J=o @

Support Team / pclall (§250l

Legal Representative / diigildll yg4uindl Jioo ©

PR Representative / dolall wl8slall Jioo

HR Manager / a3 uiodl 3)lgall 330

Information Security Manager / <logleall (ol 30

Senior Management Representative / Ldsall 8,153 Jiow




Roles and / &lgguunllg 5lga3l ddgtuas .2
Responsibilities Matrix

Incident Commander / &bluuw3l (§3)9 y30

Primary Responsibilities / duwsluw3l &gl
Overall Response Leadership / d&slouwd dolall 85LaJI[] ©
Gl Aol gro> Gawnis @
Lowlymwdl Ohlall 35l e
Ll Olglgl pax @
G0allg 3)lgall Byls] ®
Communication and Reporting / ¢>ulg JuolgdI [] ©
Llell &)la31 ¢30]
ozl Olgl o Gueial] @
dyygall yyladl slac] @
el Jilg go Juolgill )15l @
Crisis Management / Oloj3l 8,151 [1 ©
&ohasdl (soimo @it ®
Gl deShiwl a5 @
Oladgilly bl yl5] @

sl bl sl @

Required Skills / dyglhholl wilylgell
Dloj 8)lo] O 8y @
dyg8 dld Wh)lgo ©
8)lion Juolgs wilylgo @



Contact Information / Juaill Oleglao

___:Name /MXI

___:Primary Phone / ?wbjil aslgll

__:Backup Phone / Jsadl Caslgll

__:Email / igyusI3l syl

Security Analyst / L ilyuudl o3l J=o
Primary Responsibilities / duwlw3l &ldgduuall
Security Analysis / Lio3l JulxdI [] @
hatlly Olaagill Juloi @
8ol soimo @uidi @
poxall goi a5 @
duiodl Wlybsell Jud=i @
Monitoring and Detection / causllg dudlyall [] ©
o3l dolail du8lre @
duodl Olguudl Jud=i @
i3l Olydbge e ol @
Osazlgall dadil g5
Documentation and Reporting / y,lallg §u3gI [] ©
dusill bl g5 @

Julsadl p)las slac] @
Olaagidl Wby aclgd Cosss @
dpodl Wlogleall dS)lie @

Required Skills / dyglhholl wilylgell

sl o8l L6 6y @



Olaagdl gloih dpmo @
il Sl Ollgo

Olodl Dlgal 6 B> @

Contact Information / JLaiidl Oleglas

___:Name/ (o,..n&l

__:Primary Phone / _uwlu3l ailgll

___:Backup Phone / Jysdl cailgll

___:Email /7 igyusI3l syl

System Administrator / dolai3l ya0

Primary Responsibilities / duwlw3l &llgduuall
System Management / dolai3l 8ls] [] ©
dol¥l Al> didlyo @
clgimdl Wlely>] 3w @
8l dalas¥l 3o @
Oloasdl dsleiwl ®
Backup and Recovery / éslaiuwidly bl guudI [] ©
dblu>3l Fuwill 8ls] @
UL dolew] @
tonidl dodw HLus| @
soleiwdl by 305
Updates and Maintenance / &iluallg Cua=dli[] @
duiodl Wlpasdl Gubki @
Ohedl #)o] @
OlogSidl Casss @
dalaidl Gluo @



Required Skills / dyglhaoll wilylgell

dalaidl §)lo] O > @

Jusinil dakail dy20 ®
clas3l GaliSawl wllge ®

oblisdl gl (3 8y @

Contact Information / Juaill Oleglao

___:Name /MXI

__:Primary Phone / _wlw3l Calgll

__:Backup Phone / Jsadl Caslgll

__:Email /7 igyusI3l syl

Network Administrator / OS] ja0

Primary Responsibilities / duwlw3l &ldgduuall
Network Management / daSusull )131[] ®
duSaidl Ozl Jul5 - @

il Olelz] 3pai5 @

Ul ghadl gls] @

Network Security / Suidl gLo3I[] ©

Ole3l aclgd Coaxy @

dSwidl wlnagdl ddlyo  ®

Dlasdl Olehya] 3gais @

dpgriiall UL &Sy> Julos @

Recovery and Repair / gboglg dslaiwdl [] ©

LSl 3lasdl pol @



ESidl loasl sslaiwl ©
o3lasdl HLasl e

Sl £33l (i @

Required Skills / dygllanll wlylgall

LIRS PR IVES
Sl DAgSgigyn 20 @
ULl &Sy Judoi ilylgo @

OBl Hlol LB 8y @

Contact Information / JLaiidl Olegles

___:Name/ (o,..n&l

__:Primary Phone / _uwlu3l ailgll

___:Backup Phone / Jysdl Cailgll

___:Email /7 igysI3l syl

Digital Forensics Analyst / (,08,J1 (£ il cdall Jlo

Primary Responsibilities / duwlw3l &llgduuall
Evidence Collection / ds3l go>[] ©

dad)l 43l 2oz @

A3l dodw Lra> @

basll dludw 34595 @

dabsW olad) 351

Forensic Analysis / UaJl Jul>dI[] @
oyl Aol Judos @

ddgiall ULl Zhsiwl @

sl Olowoydl Jd=5 @



Oozlgall dnisl g5 @

Legal Reporting / duigilall @I []
aSbadl el slac) @

oStrall gSlil 335 @

Oxbdall 2o (oleill @

VN PRI PRA| PRI

Required Skills / dyglhnoll wilylgell
byl Gl il b 8y @

Szl Juloill lgol ddyen @

il Jdodl whlge @

digilall Wlcly>3b ddye0 @

Contact Information / JLaiidl Olegleo

___:Name /(mn!l

__:Primary Phone / _uwlw3l Cailgll

__:Backup Phone / JsaJl Caslgll

__Email / igyusI3l syl

Legal Representative / digildll ()94l Jiowo

Primary Responsibilities / duwluw3l <ldgduuall
Legal Consultation / dugilal Olylisuw3l[] ©
dsiilall yguinall oo @

Ligilall Lol ayasg @

dogilall )bolxall eudi @

Ligilall LLaall 5,5 @

Regulatory Compliance / oudaidl JUio2I[] ©



ooledl) Jlizedl Hlews
£3031 Ollhio 1]

il wlgdl 2o (Guuwnidll

duowpll olagasall 8)lo]

Risk Management / )blxoll 3,151 [ ]
digilall yolall 0uyds

ol soles §)l]

8ypaiall Ol go (sglal

duwsoll Ggé> dylo>

Required Skills / dyglhholl wilylgell

iyl 5031 5 digild By
vogladl Wl)lge

soloall 8131 L By

Contact Information / JLaiidl &Oleglas

___:Name / cuw3l
__:Primary Phone / E,mLm‘)!l asilgll
__:Backup Phone / Jsadl Caslgll

__:Email /7 igyisI3l syl

PR Representative / dolaJl &8Nl Jioo

Primary Responsibilities / duwlw3l &llgduuall

Communication Management / Juolgill 8,151 [ ]
dudsuall Ll slac]
el go Juolgdll 8yls]

dole)l J5lwyll (Guwnis



ol Bl Juolgdl Jiluwg 8)ls] @

Reputation Management / dsowl )11 [] ©

duwwdoll deow Glo> ©

duodeBl ilojBl §yls] @

bl Wlogleall mumai @

y9goxll 2o daill cly @

Stakeholder Communication / d=Laxll s,)l.':ua‘l &0 JuolgdI[] ©
eosll go Juolgill @

Syl gx] @
Oeodluall Cuaxs @

ol Wledgi §)ls] @

Required Skills / dyglhnoll wilylgell
dolall BMall L6 > @
83lianll Juolgill cillge @

pdedl Jlwgy doyeo ©

Contact Information / JLaiidl Olegleo

__:Name/owil ®

__:Primary Phone / _uwlw3l Cailg)l ®
__:Backup Phone / Jsadl Cailgll ®

([

__Email / igysI3l syl




Decision Making Matrix / oyl 351 déganas .3

Escalation Levels / susaidl OLgiumo

Level 1 - Low Severity / 8yghxll duddiio Coslg> - Jo3l (sg5umnll

OISl 130 - dalai¥l a0 - iyl (o3l Jore - 3yl 3Ll l>dho

dio¥l Oligamall Gk - loasdl Jusdis bole] - Aol cloi>d Olelyz] - 1d>gamnall clylydll
Level 2 - Medium Severity / §)ghal dhuwgio Golg> - il (sgimnoll

Ologlaall ol 3o - laiwdl 328 yas - Hhddl 3l Olodo

3935l G2y Bl §3031 - ¢s)lghall labas Jaass - 8y3liall Oloasdl Calay] - :d>gammall lydll
Level 3 - High Severity / 8y9ha3Jl dldle Csslg> - EJUII (ggimoll

Glowdl 3238 yao - Llall 8)331 - Hldll 351 Olsdo

Olgal) ol 3031 - Oloj3l jSpo Jamds - doysdl lles)l C3lé)] - d>gammall Ll
Level 4 - Critical Severity / d>)> Gslg> - il (g5l

81331 Lo - (st Gaudyll - Nl sl Ol>e

Ayl ol 3lasl - Jaoll dyylpaiawl babs Jp25 - ¢sylohall dls el - :d>gamnall cilylyill




Emergency Contacts / d5,Uall JLaidl wilg> .4

Internal Contacts / duJds1aJl &lg=ll

Email / ig)isI3l a3,Jl  Phone/ lailgll  Name / puwil Position / cuaioll
CEO / s3uaisdl udyll

CTO / Wlegleall duids oo

CISO / Wlogleall (yol e

Legal Director / _jgilall yaell

External Contacts / da>) 5l ilg=ll

AR rSVid) | IKVW]| [ ailgll / Juaidl 4 .
953 )JJ e J il Organization / dg=Jl
Email Phone Contact
999 Police / dbyuill
998 Civil Defense / k",;'_\AJI f—_l_é_\Jl

CITC/ wilaidl dius

! il 5030 Gibogll 3Spall
NCSC

Signatures and Approvals / Olslaicdlg ilaudgill .5

Matrix Preparation / d9ga.anll slacl

/ gudgil - _ :Position / waidll - _ :Name / w3l - :Prepared by / ddgaanll 320
_‘Date / zylJl - __:Signature



Matrix Approval / ddga.anll sleicl

/ &adoill - __ :Position / cuaidll - _ :Name / ow3l - :Approved by / ddgéianll seise
_‘Date / zylJl - __:Signature

Next Review Date / dJUI de>lyoll &)U

__:Scheduled Review Date / §),io0ll de>lyall 3,0

:Notes / Ola>do




