3lgal) Dl yuasidl daslye dosls
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Incident Response Preparation Checklist

Policies and Procedures / Olsly>3lg Olwbuwll .1

Incident Response Plan / &islgad) dsluiw 3l dhas> 1.1

E3lgml) Gl Aol dhns gudg 03 [1 @
B9l 8 guac JS ldgbuneg Hlgal 3pax3 @i [] @
f—_i;?!lg ol Oleha] 235 o [1 e

Oolgadl Capual yuleo guodg @i [1 @
dyzy g dds ol Jlasidl wlg> o @i [1 @

duololl ygid 121 Jsls dasdl Cgasig dexlyo @i [1 @

Security Policies / duwo3l Olwluall 1.2

baninog &ame Wlogleall (ol dwluw [ @
OlSaialy dabi¥l alaniaol duwlew [1
sopall lalS 8)ls] dwlw [] @

S3leiwBly Lbolui>3l Fuwdll dwlbuw [] @
dgio3l Coolgadl go Jolaill dulpu [] @
OUlly dalail Jouogll &l [1 @

Incident Response Team Formation / dslouiw3l (§359 JusSini .2

Core Team Members / Guswbw¥l §358)l sLac 2.1

(Incident Commander) &lcuw3l (§)9 poo []1 @



(Security Analyst) Lilyudl G031 oo [1 @

(System Administrator) dekxu3l pao [1 ©

(Network Administrator) wSwidl oo [] ©

(Digital Forensics Analyst) o8yl Lepidl cdall Jl>o [T @
(Legal Representative) digilall (ygsidl Jino []1 ©®

(PR Representative) dola)l Nl Jioo [1 ©

Contact Information / JLai3dl Olegles 2.2
G4l clacl grazd Faxo Juail B[] @
2417 d5lio ¢s)lglall Caslgn ald)i[] @
dbay SgxSIl ap olic [1 @
Bpisinng diol JLasl Jiluog [1 @
(@] Osolonall sbpidl) &zl Olgdl Jlosl loglan [] @

Training and Qualification / Jualllg wuysil .3

Team Training / (§3,a)l )5 3.1

clacl grazd Gslgall &laiwdl Lo Guwlwl 5[] @
Owsio3l Gulloll Ganasio oy [1 @

Szl Jaloill lgol plasianl Gle pai [1 @

pdedl Jlwg go Joledl Lle cyai[1 @

Al olgad) dpgilall Colgadl Gle opai [T @

Exercises and Simulations / 8lSlwllg (y3)leidl 3.2
dygiw gy (Tabletop Exercises) uSall zbw ol [] @
Lgiw dugdly slg> sl []
oblis 3l guudly ¢s)lghall bbs HLasI[]

Ol JS sy gnall sl ppai [1 @
olaill Bl Lle £l bl Cgaxi[] @



Tools and Technologies / &ladidlg <ilgsdl .4

Monitoring Tools / du8lall lgasi 4.1
Candg a2d SIEM allas [] @

Glgdl blas gea> Lle EDR wilgsi[ ]
d8l\3g dleas IDS/IPS dalail [ ]

Sl dublyo lgai [ ]

(Log Management) <dauadl didlyo allai []

(Threat Intelligence) wlayagidl Judss <olgai [ ]

Forensic Tools / LiLadl Jul=idl lgai 4.2

(Memory Analysis) 5,SIaJl Jul>i <lgsi [ @
(Disk Analysis) Cuall oyall Judsi olgai[1 @

(Network Analysis) &Sl Judsi <lgsl [ ]
Ol Julog 2 lyscinl ©lgal []
Oo3l Judoudl) dlgiee dip []

deody)l A3 G595 Olgai [ ]

Communication Tools / Gauiillg JLaidl wlgsi 4.3

olgsdl i) )S135 alkas [] @
Brainog diol Jlasl lgsl [ ]

do3l Ologlaall dS)line dunio [] @

a2h oe Holaill Wilgsi [
esloball lladd] allai [ ]

Infrastructure / du=udl duidl .5

Network and Systems / dolaiBlg dSwuinl 5.1

(Network Segmentation) dSuill &y=>i [] @

(Network Monitoring Points) Sl ddlye blai[] ®



plaih Jesi Sblui>3 guudl dalail [ ]
B Jogl dylpaiwl das [ ]
diasio )Ll i []

dsyyudl 83leswdl Wlely=] [ ]

Physical Security / skl Hlo31 5.2

Ol Sho Hle>[1 @

5133 dabily didlyo WhuolS[] ®
duolundl 3bliall Jsiogll 3 pSi [1 @
doomall 50531 ilos [] ®

56531 (yo (o3l Lalsall lshy>I [] @

Documentation and Records / <3luullg (43931 .6

Essential Documents / duwlw3l §5Ggll 6.1

o olgsl) Dloiwdl das[]
(SOPS) duwledll Jpoidl Olehyz1[1 @
dalisnoll Coolgsl) daxlyo @Slgd [ @
Gooidlg Bl z3lei [] @

&ylall Juas3l Ologlas [1 ©
dolasSlg dSuidl bil>[] ®

Log Management / Odouall 8)la] 6.2

833000 OMowdb blaisdl dwluw [] @
»ladll ez o Ol groxi [] @
dobas3l o puc CBoll Liolpo [1 @
Ol delaiio dubli>l Guws [T @



External Relationships / du>)5Jl iléslall .7

Government Agencies / duwogS=Jl wilg=Jl 7.1

drasdaiil lg2dl Juasl leglas [1 @
A 30 el [
Ol 3] Wlg> go ddNe []

yibogll dylaiwdl Sho go Gawis []

Partners and Vendors / (,33)90llg £1Syidl 7.2

&ao (SLAS) doasl (sgims lblasl [ ]
il eeall Jlasl Wlogleo [1 @

nsall 2o suzuaill Wlchyz] []

il go ¢s)lghall halas [ ]

Testing and Validation / gaxilg ,Lu>31 .8

Regular Testing / dyy93 wl)Lisl 8.1

g Gbluis 3l gl dobiil LI [] @
Ugin g3y 8olaiwdl Wlehal HLasl [1 @
Hlai3lg d&dlpall lgal Hlasl[]1 @
&ylall JUasdl olgid ,LasI [ @

$Uoll Casxdg dezlyo [1 @
Readiness Assessment / dyjalx)l eauii 8.2

Lot djolall Jolis eudi [] @

Olehy>Blg blasll diz)ls dexlpe [1 @

Gliwdl ©lgl puls [1
il Ales @udi[] @

dayludl Eioslgsdl (o 8olaiwall Gugyall deslhyo [] @



Compliance and Standards / yulaollg (JUso3l .9

International Standards / dJgall yulaell 9.1

ISO 27035 julen) JUiodl[] ©

NIST Joc )] (gaudai []
do Ul Olwylaall Juadl gLsl [ ]

sleall Gle wlnasill dezlyo [

Regulatory Requirements / duoudbisidl Oldhiell 9.2

Aol Guilgal) JUzedI[] @
Gpasill DUkl Glo> Dldbio [] @
Dolg=dl e g3l Oldlaio [] @
OVl blaisdl wllhis [1 @

Review and Continuous Improvement / yoiwll (il de>lyell .10

Regular Review / dyyg3Jl da>10Jl 10.1

S0all <158 dpgd dazlio [] @

OlshoBly sl dygiw gy d22lm [ ]

golisdl) dlalis dygius dszlro []
B33l Olsuagil Lle slo babasdl Cossi [

Continuous Improvement / yosiuuoll (uwu=sdl 10.2

o)l ool daslull oslgsdl Juls [1 @
Ol le 2y el Bl gk [ ]

Wllgolly oyadl Cgasi[]

Szl Wlaagilly sl l)yghaill dSlgo [ ]

_:bpud 3l daslyall F0,U
_ oypdall LI g2 lral
__daxbell e Jogumall
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