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Cybersecurity Incident Report Form

Basic Information / duwlwi <sloglas

__‘Incident Date / &l 2oyl
_ :Incident Time / SolJl cidg
__:Discovery Date / SLiwis3l &)l
__ :Discovery Time / SSlius3l c.9g

Reporter / gluoll
(Email / g3l appdl - _ :Department / qudll - __ :Position / cuaiall - __ :Name / quw3dl -
___:Phone / Lailgll @8 -

Incident Classification / Galdl caual

Network / dSeall @glyasl [] - Malware / dus> Olizop [ 1 - (Incident Type / Gl goi
DoS/DDoS Attack / deasdl (o loyadl ag=e [ - Data Breach / <ULl cgpws [1 - Intrusion
5)g>3| d8yw/ylass [ ] - Phishing ! i9xSdl awmai[1- Social Engineering / dicloix| dwain [] -

___:Other/ 6)'>i [1- Policy Violation / wlwluwdl elgil [ 1 - Device Loss/Theft /

High / e [1- Medium / lauwgio [ 1- Low / saaxio [ ] - :Severity Level / 8ygla3ll (sgino
Critical le»>11-

/ S [ 1- Moderate / bwgio [ ] - Limited / 59ax0 [ ] - :Impact Level / ;3Ul (sgimmo
Severe / aau [] - Significant

Incident Description / Gl wanog

:Incident Summary / GHoaldl Gasxdo




/ Josll Olase [ ] - Servers / aslgsll [ ] - :Affected Systems / byiliall dekas¥l
/bl aclgd [] - Applications / wldgdadl [] - Network / &Sl [] - Workstations
/ &\l dolas¥I [ ] - Websites / dgigyusIl gdlgall [ 1- Email / igyiSI3l 34l [ 1- Databases

Cloud Systems

:Affected Systems Details / 8,5Uioll Aokl Juolas

/ dJlo wblw [ ] - Personal Data / duasui bl [ ] - :Affected Data / S)Si.a:oll Ll
Confidential / dyw Wlegles [ 1 - Medical Data / dub bl [ ] - Financial Data
___:Other/ Lg)bi [1- Intellectual Property / 4)S$ 4.SJo [ ] - Information

__:Number of Affected Records / 3,5liall Mol 3ac

Technical Details / dusidl Juolail

:Suspicious IP Addresses / daguiaall IP (pglic

:Suspicious File Names / daguiaoll laloll slowi

:Error Messages / laxJl J5lw,

:Security Indicators / duio 3l Olyisgell

Actions Taken / 333iadl Wisl)=>3

Isolated affected / &)lioll dalas¥l Jye [ ] - :Immediate Actions / d)gall wish>3l
Stopped / 8yiliall coloasdl Lliy) [ ] - Changed passwords / jgpall cololS i [ ] - systems
Notified / &Is31 ¢l [ ] - Preserved evidence / &3l ka> [ ] - affected services

Notified external parties / du>)lxJl wWlg=Jl €3] [ 1 - management

:Action Details / Wlsh)>3l Juolas




Impact and Damage / ,l,.53lg ,33I

_adgi [ ] - Complete shutdown / JolS Cadgi [ ] - :Operational Impact / Sldesdl Lle 5531
No / )3l 3>93 3 [ ] - Performance degradation / ¢cls3 o §bl3 [ - Partial shutdown / 355>
impact

/ 859l dslSi - _ :Response cost / &lxiwidl 4alS5 - :Estimated Cost / 8)adoll dalsil
__Total cost / dJla>3l dalSJl - __ :Recovery cost / z3o3l dalss - __ :Downtime cost

Notification / daluell ilg=Jl

Senior / Wsll &ls31 [ 1 - :Internal Parties Notified / dalwo)l ddslal Wlgxll

/ E,J'I).HWJI oo 3 ewd [ ] - IT Department / wlogleall A ewd [ ] - Management
Public / dolall widNell [ ] - Legal Department / digilall (yeéudl [ 1 - Cybersecurity Team

Relations

Regulatory / dwulaiidl wlgl [ ] - :External Parties Notified / daluell das)yladl ilg=dl
[ ] - Insurance Companies / LH.QL*JI oSy [ 1 - Law Enforcement / dbyadl [ ] - Bodies
Partners / c<lSyidl [ ] - Customers / cdosl

Follow-up / dssLwll

:Lessons Learned / 83laiwoll yuwg)all

:Recommendations / Oluogidl

:Required Preventive Actions / dyglhall diil8gll Wlch)>3I

Signatures / Olaxdgill
___:Date / &)Wl _ :Signature / g.59l __ :Name / cuw3l :Reporter / gluoll

_‘Signature / g9l __ :Name / w3l :Cybersecurity Manager / | o3l 3130
__:Date/ &y,

:Date / gyl __ :Signature / 289 __ :Name / a3l :Senior Management / sl 3,153



:Additional Notes / dx9Ls] WUla>No

dl> __ :Incident Number / sl @8 For Internal Use Only / ladd J>1all alasiuwsy
___:Closure Date / @3¢l &b Incident Status / coolsJi



