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Emergency Contact List for Cybersecurity Incidents

General Information / dole Wloglas .1

__:Organization Name / duuwgoll puwl
__:List Preparation Date / dajldl slac] Fa DLt
_ :Last Update Date / Cgaxi )51 &)U
__:List Owner / dajlill (£ J9dunali

Internal Contacts / dJ5lall JLaildl wig> .2

Senior Management / Ldsall ,l531

Chief Executive Officer (CEO) / (g3l gunsyl

__:Name/ w3l ©

__:Office Phone / uSell Cailgll ©

__ :Mobile Phone / Jgo=oll Lailg)l ®
__Email / igyisI3l aupudl @

__:Backup Email / Jsadl GigyiSIgl apudl @
___:Address / ylgisll ©

Chief Technology Officer (CTO) / Wloglaosll dudi y0

__:Name/ w3l ©



__:Office Phone / _uisall caslgll ©
__:Mobile Phone / Jgo=woll Lailgll ©
__Email / igyisI3l aupudl @

__:Backup Email / Jsadl GigrsIl 3yl @
__:Address / ylgisll ©

Chief Information Security Officer (CISO) / <slogleall (ol a0

__:Name/ w3l ®
__:Office Phone / uisoll Cailgll

___:Mobile Phone / Jgo=oll Lailg)l ©
__Email / igyisI3l supudl @

__:Backup Email / Jsadl igyisI3l syl @
__ :Address / lgisll ©

Incident Response Team / ¢sslg=l) dslvw 3l (8359

Incident Commander / &sluuw3l (§359 a0

__:Name/ w3l ©

__:Office Phone / _uisall Caslgll
__:Mobile Phone / Jgo=woll Lailgll ©
__Email / igyisI3l aupudl @

__:Backup Email 7 Jsadl igyusI3l syl @
__:Backup Contact / JraJl Lglall @

Senior Security Analyst / Jg3| ilpaudl o3l Jlo

__:Name/ g3l ®
__:Office Phone / uiSoll Lailgll

___:Mobile Phone / Jgo=nll Lailgll
__Email / igusI3l 3,4l
__:Backup Email 7 Jsadl (igisI3l 30,41



__:Backup Contact / (Jsaudl Lgliall ©

Senior System Administrator / Jo31 delai3l y30

__:Name/ P;.u)!l °

__:Office Phone / uiSll Cailgll ©
___:Mobile Phone / Jgo=oll Lailg)l ©
__Email / igyisIdl syl @

__:Backup Email / Jyaudl (ig)isI3l supudl @
___:Backup Contact / JraJl Lglall ©

Senior Network Administrator / Jo31 OlSusill a0

___:Name/ P“”” °

__:Office Phone / _uisall Caslgll
__:Mobile Phone / Jgo=woll Lailgll ©
__Email / igyisI3l aupudl @

__:Backup Email 7 Jsadl igyusI3l syl @
___:Backup Contact / JraJl Lglall @

Digital Forensics Analyst / S.,‘o.ii,Jl ol bl Jle

__:Name/ g3l ®
__:Office Phone / uiSoll Lailgll

___:Mobile Phone / Jgo=oll Lailg)l ©
__Email / igyisI3l supudl @

__:Backup Email / Jsadl igyisI3l syl @
___:Backup Contact / JoaJdl Lgliall ©

Supporting Departments / doclall Phu.’é‘il

Legal Department / dugilall )g4.ull

:Legal Director / _jigidll yya0ll ©



__:Name/owdl ®
__:Phone/ ailgll ®

__Email / igysIgl syl @
:Legal Counsel / igila)l )Liniammall ©

__:Name/owdl ®
__:Phone/ ailgll e

__:Email / Ligyusigl syl @
Public Relations / dolall csl85lI

:PR Director / dola)l &6l y330 @
__:Name/owdl ®

__:Phone/ ailgll o
__Email / igysu3l sl @
:Spokesperson / oyl Gaxiall ©
__:Name/cwdl

__:Phone/ ailgll

__Email 7 igyusI3l syl

Human Resources / dyyuiadl 3ylgoll

:HR Director / dyiudl 3)lgall a0

___:Name /(wxl

__:Phone / Caslgll

__Email 7 igysI3l syl

Internal Audit / dJ51aJl de>lyell

:Internal Audit Director / dJd>laJl de>lyell y330 @
__:Name/cwdl
__:Phone/ ailgll o



__Email / igysi3l syl @

External Contacts / du>)laJl JLaildl wig> .3

Government Agencies / diogS=Jl Oilgll

National Cybersecurity Center / (il jl oo ibgll jS)all
__:Hotline / ,5>lLdl baJl o
Email: cert@ncsc.gov.sa / (ig)isJ3l supul ©

Website: www.ncsc.gov.sa / (igist3l gdgall ©
___:Address / ylgisll ©

CITC / Sloglaall duidig sBLaidl diud

Hotline: 199199 /7 ,5Llwll laxJl @

Email: info@citc.gov.sa / igyisI3l au,udl @
Website: www.citc.gov.sa / (g isI 3l gdgall ©
___:Address / ylgisll ©

Ministry of Interior - Cybersecurity / iyl oo 3l - dslall 8yl59
__:Hotline / ,5luldl baJl o

__Email / igyisI3l aupudl @
__Website / (,igyiSI3| ggall ©

Law Enforcement / ()gilall slail Olg>

Police / db,uiull
Emergency Number: 999 / (s)lghll @5,
:Cybercrime Unit / dgg st @il dxdlso ©
__:Phone/ ailgll ®



__Email 7 igysi3l syl @

Public Prosecution / dslall LI
__:Hotline / ,5Ludl baJl o

__Email / igyisI3l aupudl @
Regulatory Bodies / duoadaisdl <lg=Jl

Saudi Central Bank (SAMA) / s3gsull (jSyall clil
Hotline: 8001256666 / ;,5>luwll )l o
Email: info@sama.gov.sa / (ig)is3l syl ©
__:Cybersecurity Department / _ilyull oe3l s e
Capital Market Authority (CMA) / dJlaJl (§gudl diun
__:Hotline / ,5Ludl baJl o
__Email / igyisI3l aupudl @
Ministry of Health / d=uall 8)lj9

Hotline: 937 / H>ludl baJl ©

__Email / igyisIdl syl @

Partners and Vendors / (;33)90llg <1S)uidl .4

Cybersecurity Vendors / Lilyuudl o3l ($3)90

Primary Security Vendor / (Jo31 )lo 3l Sy

__:Company Name / ds;cdl euol ®
__:Contact Person / JLaidldg> ®
___:Phone/ (ailgll *

__Email / igyisI3l aupudl @



__:Support 24/7 / 247 i)l el ®

Secondary Security Vendor / duilJl lo31 dSyui

__:Company Name / dsyidl cuol ©
__:Contact Person/ JLaidldg> ©
__:Phone/ ailgll ®

__Email / igyusIdl syl @
__:Support 24/7 / 24/7 i)l el ®

Cloud Service Providers / duluull Oloasdl (3950

Primary Cloud Provider / Jo3I dulsul doazll 3950

__:Company Name / dsyidl cuol ©
__:Contact Person/ JLaidldg> ©
__:Phone/ ailgll e

__Email / igyisI3l aupudl @
___Support 24/7 / 2417 ._,..nJI esall o

Internet Service Providers / )il Oloas (3950

Primary ISP / Jo3I iy 3l 3gj0

__:Company Name / dsyidl cuol ©
__:Contact Person / JLaidldg> ©
__:Phone/ ailgll o

__Email / igyisIdl syl @
__:Support 24/7 / 24/7 i)l el ®




Consultants and Experts / clyu3Jlg yuybivsiwdl .5

Cybersecurity Experts / ilyaudl (o3l clyu>

Digital Forensics Expert / (o9l il cadall jaus>

__:Name/ w3l ©
__:Company/ ds,uinl e
__:Phone/ ailgll ®

__Email / igyisI3l aupudl @
___:Specialization / yasasJl

Incident Response Expert / &slgad) dyluvw 3l juus>

__:Name/ w3l ®
___:Company/ ds,unl e
__:Phone/ ailgll ®

__Email / igyisI3l aupudl @
__:Specialization / yaua>sll

Legal Counsel / {jaol=oll

Cybersecurity Lawyer / ilpauadl o3l ol

___:Name/ P;.u:!l °

___:Law Firm / sbolxoll Cuso ©
__:Phone / ailgll e

__Email / igyisI3l aupudl @
___:Specialization / yauaxiJl ©




Insurance Companies / U..uol.dl Ol .6

Primary Insurance Company / _Jo3l u.u.oh.“ dSyus

__:Company Name / dsyidl euol ©
___:Contact Person / JLaidldg> *
___:Phone/ (ailg)l *

__Email / igyusIdl syl @
__:Policy Number / daJgJl @5, ©

___:Emergency Line / i)lghll > @

Media Contacts / ade 3l Jilwg .7

Major Newspapers / duwusiyl casuall

:Alriyadh Newspaper / 4oLyl dauwo ®
__:Phone/ ailgll e

__Email /7 igysI3l syl @

TV Channels / diigsjalidl Oilgisll

:Al Ekhbariya Channel / d5,L>315LS ®
__:Phone/ ailgll ®

__Email /7 igysI3l syl @

Emergency Contact / ¢)lall Juaidl wlcly>l .8
Procedures

Contact Sequence / Juai3dl Juuduss

dliwdl (52,8 »0 :First Contact / Jo3l JLaiil .1



Wlogleall Gol yao :Second Contact / LI Juaidl .2
Ologleall duisi oo :Third Contact / CJWI JLasdl .3
Sl oyl :Fourth Contact / gilyJl JLaiidl .4

Expected Response Times / dadgiall dilovuwl sldgl

da, 6 Critical Incidents: 15 / d>y=Jl Coslgxdl

45,85 High Severity: 30 / 8y9lasl ddle Cislg=ll

82>l dclw :Medium Severity / 8)glazll dluwgin Cislg=ll

Wlelw Low Severity: 4 / 8yglasll duadiuie Crslg=dl

Preferred Communication Methods / dLaasll JLaidl §yb

(d>y=dl Cslg=d)) Mobile Phone / (Jgo=oll Cailgll .1
(Goly dyliall) EMail / g piSIl 3upll .2

Secure Messaging Apps / dio3l dlwlyell Wliuhi .3
(gesl)) Ticketing System / ,slaidl alss 4

Additional Information / d9Ls| Wlegles .9

General Emergency Numbers / dolall ¢s,lglll Plé,i

General Emergency: 911 / dolal ¢s)lghall

Police: 999 / db il

Ambulance: 997 / law3l

Civil Defense: 998 / L,J.M:Jl &LimJl

Traffic Police: 993 / ,9,»Jl

Important Websites / dogo dsigyisl] g8lgo

WWW.NCSC.gOV.5a i 3bumdl ol Liboll jSyall @

www.citc.gov.sa :dlaidl dun ®



WWW.moi.gov.sa :ddslall 8)l59 @

Updates and Reviews / da>ljollg Cua=ill .10

Review Schedule / da>ly0ll Jg3>
Jlaidl wleglas Cuaxi :Monthly Review / dyyguis daslyo @
doilall dlold d=>lo :Quarterly Review / dygiunw @) de>lio @
doilall JolS Cgsss :Annual Review / dugiow da>lyo ©
Update Log / OLua=idl Jouww

Notes / Wla>dell  Updated by / Joguuell  Update Type / Cosxil ggi  Date / g, U

__:Last Review Date / da>lyo »>1 20,0
__ :Next Review Date / &JUJI de>lxall Zy)

__:Review Owner / da>1yoll (e Jgguuall

:Special Notes / duwol> Ola>de




